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ABSTRACT

Along with the increase prevalence of computers, the number of malware distributions by attackers to ordinary users has
also increased. Research to detect malware continues to this day, and in recent years, research on malware detection and
analysis using Al is focused. However, the Al algorithm has a disadvantage that it cannot explain why it detects and
classifies malware. XAl techniques have emerged to overcome these limitations of Al and make it practical. With XAl, it is
possible to provide a basis for judgment on the final outcome of the Al In this paper, we conducted malware group
classification using XGBoost and Random Forest, and interpreted the results through SHAP. Both classification models
showed a high classification accuracy of about 99%, and when comparing the top 20 API features derived through XAI
with the main APIs of malware, it was possible to interpret and understand more than a certain level. In the future, based
on this, a direct Al reliability improvement study will be conducted.
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Table 1. Han, Weijie's Research Results of malware detection.

Dynamic API sequence Static API sequence Hybrid API sequence

Decis Decis Decis
RF ion KNN XG RF ion KNN XG RF ion KNN XG
Boost Boost Boost

Tree Tree Tree
Accuracy (%) 96.14 | 93.33 | 93.33 | 9544 | 95.79 | 94.39 | 94.04 | 94.74 | 97.89 | 97.54 | 97.54 | 97.54
Precision(%) 95.35 | 91.82 | 92.78 | 94.46 | 92.60 | 90.38 | 90.02 | 91.28 | 98.13 | 97.05 | 97.89 | 97.45
Recall(%) 94.99 | 91.49 | 90.32 | 94.11 | 95.53 | 94.04 | 93.22 | 93.67 | 96.47 | 96.65 | 95.81 | 96.23
Fl-score(%) 95.17 | 91.65 | 91.44 | 94.29 | 93.96 | 92.03 | 91.48 | 92.40 | 97.26 | 96.85 | 96.79 | 96.82

RF, XGBoost?] Ag=rt =4 FA=UL 9  2E3tE 58 2 diojeE 2L /Ee R 24T

VA dlge e $4 9 A AP AR
2 §YPoRH 1R ENE AT 5 e vyl

thH8].

A}

tEe] Jejds 53 R E ©H T)Ee] A
3hieh9). HEld 7IuE A FE 2R 24 5
9] feature® F&3ti ojg] wle] &d=8 7=
g5 F A T o oRE ghHd}
XGBoost= AHEA Ef]E AMSShs WHE g
ZIHe R 7b A EA Ery) o)A EfE el

5 Efjo] s T 2o sy Fa) Aol
93-S FrH10). RF& diqF=e dle]gE #4o]
B o] stee o8y 98 EA4L APa

Az 8-S Edtele] 2& R39 iR dolE el
3l Agste] Ealgl 25 A
Azmee ATolAE
XGBoost?} RFE E3d3 F8 daelEs AHEs)
o] A FEE X3t PCAS AHgste] dlolg]
BESE F5 2ol AAYY e

ko] dHlojele] e Hbx|sigiTh 2|3 dlo]

——a

e
= gy
\

\

LTy P
\
N

s
A

- mndomforest
s

o decisiontree
sgboost

e,
"\
\
1
i

T
\
N
|
I

.

- edratree

=
r
i~
>

@

Fig. 1. Combined ROC Curve of 9 Algorithms
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Table 2. Example of Win-API feature.

API Fiti
closehandle | getlasterror |getprocaddress| readfile | writefile leavecriticalse

FileName ction
008a9f053f62ddb49.vir

00af93b112cd94383.vir
00b6f87f25a9b1d5d2. vir
00b7929b609a11c20.vir
00d884da66d795021.vir
00e24e7c21a50b4340.vir
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Table 3. Main Hyper-parameter example of
Proposed Model.

Classifier Hyper-parameter

bootstrap=True
max_depth=None
max_features="auto’
in_samples_leaf=1
min_samples_split=2
n_estimators="warn’

RandomForest
Classifier

booster="gbtree’
eval_metric="merror’
importance type='gain’
max_depth=3
n_estimators=100
objective="multi:softprob’
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4.1 Dataset

tFE aFEF AASS 98 1,65079
sgdlolEl e} 338719 HIAE dHeole 2 Ags 218
stod e virustotal(21)ell4 7k avclassE
7IHkS 2 autoit, ramnit, winactivator, scar,
zegost 57 252 Windows A IE=E o] 831

Table 4. Dataset by Family.

Family Name Train Test
autoit 516 171
ramnit 367 57
scar 281 17
winactivator 288 56
zegost 198 37
Total 1,650 338
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Table 5. Results of Malware Classification.
Index XGBoost RF
Malware precision recall fl-score precision recall fl-score
autoit 0.99 1.00 1.00 1.00 1.00 1.00
ramnit 1.00 0.98 0.99 1.00 0.98 0.99
scar 0.94 0.94 0.94 0.94 0.94 0.94
winactivator 1.00 0.98 0.99 1.00 1.00 1.00
zegost 0.97 1.00 0.99 0.97 1.00 0.99
Total Accuracy 0.9911 0.9940
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Table 6. Example of compared winactivator main APl with Top 20 API
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